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Responsibilities

All employees are obliged to comply with the supplier guidelines
when purchasing external services.
The Purchasing department is responsible for regularly auditing

suppliers.
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1 Goal and purpose

Achieving our information security goals is only possible if the applicable rules also cover purchased services and
equipment.

The supplier guideline helps us to

structure new supplier relationships and contracts in accordance with the

security guidelines and to review current contracts for compliance with these rules.

2 Business partners concerned

2.1 Suppliers and business relationships

Under the following conditions, suppliers must be evaluated with regard to information security and
Additional agreements on information security can be concluded:

e Processing of internal documents and information (e.g. drawings)

e Access authorisation to rooms in which sensitive information is processed

e Maintenance, provision or development of sensitive IT systems or services

e If the risk analysis shows that the supplier relationship may have an impact on the achievement of our

information security objectives

The following exceptions apply:

e If the contract or service description already meets the security requirements (assessment by the 1SO),
no additional agreement needs to be insisted on.
e Standard components can be procured without separate supplier approval if the minimum

requirements defined in the IT procurement guidelines are met.

3 Commissioning of suppliers

The commissioning of a supplier can only take place after enablement by authorised persons.

An existing liability insurance policy must be provided as proof. Any changes to the liability sum must be notified
to us in writing without delay.

Depending on the activity, the supplier may be bound by a non-disclosure agreement.

Suppliers are assessed on the basis of the "Supplier assessment" list as to what requirements are placed on
them in terms of information security (normal, high or very high).

A risk assessment must be carried out for each enable, which categorises the risks arising from the use of the
service provider as follows:

e Normal: The Supplier's security measures are appropriate to the protection requirements of the
information to be processed or the systems provided.
e High: The supplier's security measures are adequate, but some elements are missing (e.g. functioning

ISMS, information on security measures or the contract does not contain some components).

unlabelled copy, current version only created in the IT system template: Purchasing / 2024.05.13.
Owner: Nagel - Purchasing checked and approved: QM-UM /2026.02.11.
Page 4 from 5



Guideline
Nr. 100-80-035 / V. 01

TISAX_6.1.1_Supplier guideline TECHNOLOGIES

e Very high: It is not recognisable that the supplier's security measures are appropriate for the desired
level of protection.
e For new suppliers, a self-assessment and the necessary ISO certificates are requested.

Our company accepts a maximum risk classification of "High".

If the risk with the supplier is above this level, risk-mitigating measures must be implemented and a new
assessment carried out on this basis. These include

e Rectification of the contract
e Determination of additional agreement or contractual penalties
e Carrying out supplier audits to check critical areas and compliance with established rules

e Provision of certificates as proof of an information security management system

The supplementary agreements to be concluded must at least fulfil the minimum requirements of this
document.

Alternatively, the contract provided by the supplier can be checked by the ISO for these requirements.
The supplier's enable is documented and communicated by the purchasing department.

4 Review of suppliers

The risk assessment of all suppliers is reviewed and repeated at least once a year.

If a supplier audit is defined as a risk-minimising measure, this must also be planned and carried out at least
once a year as part of the regular audit programme.
This contractually retains the right to audit the supplier.

e Suppliers are assessed once a year by means of a supplier evaluation

and categorised into three categories: A, B or C supplier.

5 Minimum requirements for contracts

The document template "Supplier evaluation with additional agreement on information security" represents a
comprehensive and largely suitable contract. You should adapt it according to your needs and the requirements
placed on you. Have the supplementary agreement signed in advance by your suppliers and partners involved.

6 Further provisions

We also refer you to our General Terms and Conditions of Purchase https://www.nagel.com/agh
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